Setting Up Wi-Fi
in pfSense

Configuration Guide



Please follow the below mentioned steps to setup wireless interface in pfSense 2.4.X:

Add wireless interface

Assign newly created wireless interface

Configure the interface

Configure DHCP for the interface

Allow the Wi-Fi interface traffic through the firewall.

NN

1. Add wireless interface

Select “interfaces” from the top left-hand corner then go for “Assignments”.

Interfaces =

Assignments

WAN
LAN

2. Assign newly created wireless interface

Select “wireless” then select “add”.

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GlIFs Bridges LAGGs
Interface Mode Description Actions
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3. Configure the interface

“Enable the interface” by putting a checkmark. Provide the necessary description.
Select the configuration type as “IPv4”. Leave “mac, mtu, mss, speed and duplex” as
blank.

Interfaces / WIFI (athO_wlan0) =l @

General Configuration

Enable ¥ Enable interface

Description WIF

Enter & deseription (name) for the interface hare

1Pv4 Configuration Type Static IPvd ¥
IPv6 Configuration Type Nona v
MAC Address

MTU
If this field iz oiank, the adapter's cefault MTU wil' be uzed. This is typically 1500 bytes but can vary In some clrcumstances
MSS
If a vafue Is entered in this field, then MSS clemping for TCP connections to the value entered above minus 40 (TCP/IP header size) will ke in affect.
Speed and Duplex .
otiatn spoad) unless the port this interface cannpats 1o bas its speed and duplex forced

Now assign an IP address to the interface.

Static IPv4 Configuration

1Pv4 Address 172.16 181 /| 24 v

IPv4 Upstream gateway None ¥ 4 Add o new gateway
fie it Haston: peleicern v e et ¢ o Gk the A

Common Wireless Configuration - Settings apply to all wireless networks on ath0.
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Now we need to configure the Wi-Fi settings for connectivity. Select the standard as

“80211 ng™.

Common Wireless Configuration -

Persist common settings

802.11g OFDM
Protection Mode

Distance setling (meters)

Settings apply to all wireless networks on ath0

Preserve common wirslzes configurstion through interface daletions and resssignments.

Leave the “802.11 OFDM Protection Mode” off select channel as per your requirement
but channels “1, 6 and 11” are non-overlapping channels which are recommended if
you are planning to install Access Points in a multi-story building or an apartment
and leave the distance setting as blank.

Regulatory Settings

Regulatory domain

Location

Default v

Some cards have s default that is not recognized and require changing the reguletory domain to one in 1his list for the changes to other regulatory

Indoor v

owed by some cards. These sett

ol be s may notbe e 10 add additlor rannets thel ere no aady su d
Network-Specific Wireless Configuration

Mode

SsiD

Minimum wircless
standard

Allow intra-BSS
communication

Enable WME

Hide SSID
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Access Point v
TEST?
Ay v

ectec wireless standasd to assaciata (statons not capable are not parmittad

lo ass

| Allow packets to pass between wireless clients directly when operating 8¢ an access point
Provides axira security by Isolating clients 5o thay cannst dractly commimicate with one anothe

¥ Force the card to use WME {wireless QoS)

| Disable brosdeasting of the SSID for this network (This may cause problems for some clients, and the SSID may still be discovered by other
means )
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Keep the regulatory domain as “default”. Select the appropriate “country” and
location as “indoor”. Select the “Mode” as “Access Point”. Choose an appropriate SSID

for broadcast. Set the “minimum wireless standard to “Any”. Allow intra-BSS
communication unchecked and enable “WME”.

Now for the wireless security enable “WPA”, set the “WPA Pre-Shared Key”, mode as

“both”, WPA Key Management Mode as “Pre-Shared Key”, WPA Pairwise “AES
(recommended)”.

Enable @ cnabls WEA

WPA Pre-Shared Key

WPA mode Bom

Group Koy Rotation

Group Master Key 3600
Regenention s

me between GMK roisy avemxs specihad

Strict Key Regeneration Foroe the AP 10 rekey whensver 3 clent disassociates

802.1x RADIUS Options

IEEES02.1X - Enable 302 1X authentication
Primary 802 1X server Adores
Secondary 302.1X server
Authentication Roaming

Preauth

Now save the configuration.
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4. Configure DHCP Server

Go to “services” then select “DHCP Server”. Here you will find your newly created
interface. Select it and click on the check box “Enabled DHCP Server” on the new

interface.
Services / DHCP Server / WIFI CO=uEO
LAM WiF
Enable # Enable DHCP server on WIFI interface
BOOTP gnore BOO TP gueries
Dy unknown clients Only the clients defined below will get DHCP leases fom this sener

Ignare denied clients Dertiad chants will be ignoned rasher thin repsctad

Scroll down and specify the IP address range for wireless clients.

Subnel 17210180
Tubnel mask 2332952350
Available range TFL1698.0 - TTL 18258
Range T2.16 T21610.25¢

Now save the configuration.

5. Allow the Wi-Fi interface traffic through firewall

Go to “Firewall” then select “Rules”.

Firewall / Rules / WIFI THWEe
V'L.:'_w,‘ WAN LAN %N Wi
| States Protocol Source Port  Destination Port  Osteway Queue Schedule Dercnipton Actions
v /85398 1P 1CPU0P . . . . . hone Ls0000
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Now select the newly created interface and select “Add”.

Firewall / Rules / Edit

THEe

Edit Firewall Rule

Disabled

Set the action to “Pass”, interface should be “wifi or wireless”, address family “IPv4”
and protocol should be “TCP/UDP”. Source should be “Wifi or wireless net”.

& Source Porl Range [0 & Connec o
faulk wal

@, ey

Destination should be “Any” as we wish to let the traffic go to the Internet. Provide a

description as per your requirement while creating the rule in the “description”
section then save the rule. You are good to go now.
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THANK YOU
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